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Important User Information

Liability

Every care has been taken in the preparation of this document. Please inform HMS Industrial Networks of any
inaccuracies or omissions. The data and illustrations found in this document are not binding. We, HMS Industrial
Networks, reserve the right to modify our products in line with our policy of continuous product development. The
information in this document is subject to change without notice and should not be considered as a commitment by

HMS Industrial Networks. HMS Industrial Networks assumes no responsibility for any errors that may appear in this
document.

There are many applications of this product. Those responsible for the use of this device must ensure that all the
necessary steps have been taken to verify that the applications meet all performance and safety requirements
including any applicable laws, regulations, codes, and standards.

HMS Industrial Networks will under no circumstances assume liability or responsibility for any problems that may
arise as a result from the use of undocumented features, timing, or functional side effects found outside the
documented scope of this product. The effects caused by any direct or indirect use of such aspects of the product
are undefined, and may include e.g. compatibility issues and stability issues.

The examples and illustrations in this document are included solely for illustrative purposes. Because of the many
variables and requirements associated with any particular implementation, HMS Industrial Networks cannot assume
responsibility for actual use based on these examples and illustrations.

Intellectual Property Rights

HMS Industrial Networks has intellectual property rights relating to technology embodied in the product described in
this document. These intellectual property rights may include patents and pending patent applications in the USA
and other countries.
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1 Preface

This document describes how to setup and configure an Anybus Communicator lloT device to
enable OPC UA and how to connect and use the desktop client UaExpert.

More documentation and downloads can be found at www.anybus.com/support. For more info
regarding OPC UA and UaExpert, please visit the manufacturer’s support website.

1.1 Document History
Version Date Description
1.0 2019-03-08 First release
1.2 Document Conventions

Ordered lists are used for instructions that must be carried out in sequence:
1. First do this
2. Then do this
Unordered (bulleted) lists are used for:
e |temized information
e Instructions that can be carried out in any order
...and for action-result type instructions:
>  This action...
- leads to this result

Bold typeface indicates interactive parts such as connectors and switches on the hardware, or
menus and buttons in a graphical user interface.

Monospaced text is used to indicate program code and other
kinds of data input/output such as configuration scripts.

This is a cross-reference within this document: Document Conventions, p. 3

This is an external link (URL): www.hms-networks.com

@ This is additional information which may facilitate installation and/or operation.

' This instruction must be followed to avoid a risk of reduced functionality and/or damage
° to the equipment, or to avoid a network security risk.

WARNING

This instruction must be followed to avoid a risk of death or serious injury.

Caution
This instruction must be followed to avoid a risk of personal injury.
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2 Setup and Configuration

2.1 Prerequisites

e Download and install UaExpert from Unified Automation:
www.unified-automation.com/products/development-tools/uaexpert.html

e  Download and install an OPC UA Discovery server on a PC that the Anybus Communicator
IloT can access to get time synchronized.

—  Local discovery server from OPC Foundation:
opcfoundation.org/developer-tools/developer-kits-unified-architecture/local-discovery-
server-lds/. This server installs as a service on a Windows PC and needs no
configuration. It is, however, required to get a correct timestamp.

e An Anybus Communicator lloT device supporting OPC UA, configured according to the
startup guide.

2.2 Configuration

When opening the local web page of the lloT interface, an OPC UA configuration section shall be
present. It is possible to specify what port the OPC UA server of the Communicator lloT listens to
and the URL to the Discovery server to be accessed to get time synchronized.

Configure the Discovery Server URL to point to the PC where the Discovery Server is installed.
The format of the URL must be: opc.tcp://<ip address or hostname>:<port>. The
port is optional. If it is absent, the default port 4840 will be used.

Anybus CompactCom

Overview DHCP Enzbled [+
Parameters IP Address 10.10.55.151
Subnet Mask 255,255.254.0
Status Gateway Address 10.10.55.254
Configuration Host Hame
Domain name
DN5 Server £1 10.10.55.254
sMTP DNS Server 2 0000
Ethermnet Configuration
Port1 Auts [
Port 2 Auts [

|s

(OPC UA Configuration

TCP port 4840
Discovery server URL opc.tep:/(10.10.55.60:4840
Fig. 1
' To get values timestamped correctly and to get valid timestamps in the responses from
® the Communicator lloT, a valid Discovery Server URL must be configured.

The configuration file has the same format as configuration files for web and FTP access. The
opcua.cfg file can itself contain a set of user/password pairs or point out other user/password
files in the filesystem. By pointing out one or several files with username and passwords it is
possible to share configured users between OPC UA, web, and FTP.
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3 Use UaExpert

3.1 Connect to the Anybus Communicator lloT

When starting UaExpert a new project will be loaded automatically. To add the Communicator
lloT to the project, right click on the Servers folder of the Project window. Select “Add...” in the
drop-down menu.

Bl Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject = 3
File View Sever Document Settings Help
DePPO + = B K
roject B X| Data Access View © atirbutes 8%
v 13 Project H = Server Node ld Display Name Value Datatype jource Timestamy Server Timestamp  Statuscode Sk ®
E=r= Attribute Value
~ [ Document s % Add |
B Data Access View
|address Space: 8%
& x
o9 & x
80
Timestamp Source Server Message
2018-11-21 142315010 Usxpert Usxpert s readly to use.
Fig. 2

A new dialog window, “Add Server”, shall pop up. On the Discovery tab, add the Communicator
IloT device in the Custom Discovery section by double clicking on the “Double click to Add
Server...” option.

Enter the IP address of the device in the format opc.tcp://<ip-address or
hostname>:<port>,e.g. opc.tcp://192.168.0.10. If no port is specified, UaExpert
will use the default TCP port 4840.

B Add Server ? ®

Configuration Name | | |

Discovery Advanced

Endpaint Filter: | No Filter -

), Local
v &9 Local Network
@ Microsoft Terminal Services
€ Microsoft Windows Network
2 Web Client Network
9 Reverse Discovery
~ &% Custom Discovery
# < Double clickto Add Server... >
() Recently Used

Authentication Settings

® Anonymous
Username Store
Password
Certificate

Private Key

[ Connect Automatically

OK Cancel

Fig. 3

When the device has been added, expand it to find the available OPC UA server on the device.
Then expand the OPC UA server to see available endpoints to connect to. As the Anybus
Communicator IloT does not support any security options there is only one unsecured endpoint
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available. If authentication is desired, there is an option to add a file with authentication settings
(username and password) via FTP. See the manual for more information.

Press the OK button to confirm the addition of the Communicator lloT device to the UaExpert

project.

B Add Server

Configuration Name | Anybus Communicator IIoT

Discovery Advanced

Endpoint Filter: |No Filter

1, Local
v &9 Local Network
€ Microsoft Terminal Services
€ Microsoft Windows Network
2 Web Client Network
€% Reverse Discovery
~ &% Custom Discovery
4 < Double click to Add Server... >
v L opctepy/10.10.55.151:42840

() Recently Used

v 1) Anybus Communicator lloT (opc.tep)
# None - None (uatcp-uasc-uabinary)

Authentication Settings

(® Anonymous

Username

Password

Certificate

Private Key

[ Connect Automatically

o ][ cna

Store

Fig. 4

When the Communicator lloT device has been added to the UaExpert project, it is possible to
right click on the entry representing the device in the Servers folder of the project view. Click on
the “Connect” option in the drop-down menu to connect to the device.

B Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject®

File View Server Document Settings Help

2 r > ~
DB =0 X% e B
Project F x Data Access View
v [ Project # Server Node Id Display Name Value Datatype iource Timestamy Server Timestamp  Statuscode
v [ Servers
3 Anybus Communicator llo™
v [3 Documents Remove
[ Data Access View (> Connect
3 Disconnect
<4, Properties.
S, Change User...
Address Space - 3%
Log
8B
Timestamp Source Server Message

M110-N2-N7 102525 2R1

weLapei
HaFunart

Fig. 5
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3.2 Browse the Address Space

Once connected, UaExpert will present the Address space of the device in the Address Space
window (1). The address space can be browsed manually by expanding the folders and objects
visible in the Address Space window. At the bottom UaExpert presents a log of events (2). If it
fails to connect to the device or the Address Space is not populated as expected, it is
recommended to take a look at this log to figure out the problem.

[ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Seftings Help

DePPE + =2 x% 2 B O

Project & X Data Access View

v [ Project # Server Node Id Display Name Value Datatype  jource Timestamg Server Timestamp  Statuscode
v [3 Servers
2 Anybus Communicator lloT
v [@ Decuments
3 Data Access View

Address Space 8 x
£ | No Highlight -
1) Root
v D Objects
&% DeviceSet 1.
& Server
2 Types
(2 Views
Log 2
8B i
Timestamp Source Server Message
2019-03-05 09:06:49.673  TypeCache Anybus Communicator lloT Reading type info of Nodeld NS0|Numeric|32 succeeded
2019-03-0509:06:49.678  TypeCache Anybus Communicator lloT Reading type info of Nodeld NSO|Numeric|31 succeeded
2019-03-05 09:06:49.662 dd ... Anybus Con rlloT Browse on node 'i=85' succeeded.
2019-03-0509:06:49.690  TypeCache Anybus Communicator lloT Reading type info of Nodeld NS0|Numeric|2004 succeeded

Fig. 6
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Enabling and Using OPC UA

When browsing the address space, it is possible to select any node to get more details about it.
When a node has been selected in the Address Space window, all attributes of the node are
presented in the Attributes window (1). All nodes always have a mandatory base set of
attributes, then different node classes may specify additional attributes as well, both mandatory
and optional ones.

The references of the selected node are presented in the References window (2). By default only
forward references are shown. But there is a drop-down list that offers the possibility to show
inverted references or references in both directions.

The Address Space window, the Attributes window and the References window also have a
refresh button which forces UaExpert to reload the information presented in the window by
requesting it from the device.

B Unified Automation UaSspert - The OPC Unified Architecture Cliznt - Mew? roject’ - a x
Eile  View Gerver Document  Seffings  Help
M 53 - ~ "
D PBEO #=0 x5 BXO
Propect 8 X| Data Access View Q |atirbutes g X
v [ Picject # Server e Id O bk ® )
v B Servers ) Aribute Value
22 Anybus Communicator lloT v Hoddd el 33554688
v a Encumcﬂﬂts . Mamespacelndes 1
[ Data Access View IdertifierType  Numenc
Identifier 33554608 1
Modellass Ofject b
ErowseMame 1. "Anybus Communicator loT"
Displaytame . “Anybus Communicator laT*
Descrnption B
WhiteMask o
UserriceMask 0
alePermissions adAttributeldl rcalid [
sziRolePermissions  BadAttnbubsld| mes
Adcress Space 8 AccessRestrictions ad &ttribub=ld| mes
Mo tighiight h Eventhlotifier Hene
) Foot
~ D Objects Referenczs o x
v o DeviceSet 3 o B W Forvard - Q
v & Anyous Communicator lleT Reference Targ et DisplayName
W DeviceManual . . -
R - HasTypeDefinits... &rybus Communicator leT DeviceType
W DeviceRevision HasP SerialMumb
# HardwarsRevision =L et erlaiflumber
@ Manufacturer HasProperty Revisien Counter
@ Model HasProperty Man ufacturer 2
& ParametesSet HasProperty Mads=l =
. HasProperty DeviceManual
W Revicion Counter . -
# SeriglMumber HasProperty DeviceRevision
HasProperty SoftwareRovision
¥ SoftwarcRevision -
5 HasProperty HardwarzRewsicn
& Server HasCompeonent  PararneterSet
0 Types
'Q Views
Log & X

Fig. 7
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3.3

Subscribe to Monitor the Configured Tags

The configured tags are present in the ParameterSet of the device in the address space. By
selecting the node it is possible to see the current value of the tag in the Attributes window.

To setup a subscription and monitor the value of a tag, drag and drop one of the variable nodes
from the ParameterSet into the Data Access View tab. UaExpert will display the current value of
the parameter, its data type, timestamp when latest value was received etc. The OPC UA
implementation in the Communicator IloT has support for 80 tags. To access all 80 tags, you
need to configure two client connections toward the Communicator IloT. Each client connection
will use two subscriptions and each subscription supports 20 tags.

UAExpert will only create one subscription per client connection, leaving you with a total
maximum of 20 tags per client connection.

Bl unified Automation UaExpert - The OPC Unified Architecture Client - NewProject” s

File View Sever Document Settings Help

Z ] = S o >
lgPBER & =0 X% 2 B O
Project 8 X Data Access View
v [ Project # Server Node Id Display Name Value Datatype  source Timestamy Server Timestamp  Statuscode
v [ Severs 1 Anybus Comm.. NSTNumeric|l.. TestParam1 0 SByte 01:21:04.950 01:21:04.950 Good
{2 Anybus Communicator lloT
~ [A Documents
3 Data Access View
Address Space 8 x
4 | Mo Highlight
3 Root ~
v (2 Objects
~ % DeviceSet
v & Anybus Communicator llaT
@ DeviceManual
# DeviceRevision
@ HardwareRevision
@ Manufacturer
@ Model
v % ParameterSet
@ TestParam1 ©
Log
8D
Timestamp Source Server Message
13 ws v Uz ez U riugmn FulyUUus ColmIUIIGEIOr iU UICOLGMIUHIEUISUILEI S SULLESuSU e wvus
2019-03-0509:12:09.497 DA Plugin Anybus Communicator lloT Item [NS1|Numeric|16777472] succeeded : ginterval=1000, RevisedCr 1, Monitereditemid=1 [ret =
Fig. 8
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3.4

UaExpert Devices View

UaExpert also has a specific view to display the information about an OPC UA device. To show
this information, follow these steps:

1.
2.
3.
4.

Right-click Document
Choose Add.

S.

Find Devices View in the list.

Double-click Communicator lloT.

Note that to display this view, UaExpert needs to load a lot of information from the
Communicator lloT. It therefore takes some time for UaExpert to load all data before this view is
presented.

[ Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject™

Elle View Server [Document Seftings Help
lPPBEE # = X
Project fx
v [A Project
v [3 Servers
2y Anybus Communicator lleT

~ [@ Documents
3 Data Access View

2 X O
Data Access View  Devices View

Current Server: |Anybus Communicator [laT

~ I DeviceSet
v %= Anybus Communicator lloT

lPopertes N

DeviceManual: DeviceRevision:

[ Devices View
HardwareRevision: 3 Manufacturer: HMS Industrial Networks
Model: RevisionCounter: -1
SerialNumber: A03C914E SoftwareRevision:  1.12.01
Address Space & x
3 [No tighight a
Root ~
?hmomms S\;pplayNa:ne Value Description ~
v & DeviceSet Ta;tparamm 0
v & Anybus Communicator lloT sstteram Y
TestParsm1l 0
@ DeviceManusl .
TestParsm12 0
@ DeviceRevision Tty
@ HardwareRevision eteemi - SJ
@ Manufacturer ey )
@ Model
v & Parsmeterset a
@ TestParami v
Log
8B
Timestamp Source Server Message
2019-03-050912:09493 DA Plugin Anybus Communicater lloT e [NS1| [16777472]; 250, Qn 1, DiscardOldest=1, ClientHandle=1

Fig. 9
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