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1 About this Document

Application note presenting how to setup and configure an Anybus CompactCom 40 IloT Secure
Ethernet module to enable MQTT, and how to subscribe to published data using the third party
tools Mosquitto and MQTT.fx.

MQTT can be used both with and without TLS encryption enabled. This application note will go
through the steps needed to generate and install certificates to be able to run TLS encryption. If
TLS encryption is not needed, the sections about certificates can be ignored.
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2

2.1

Prerequisites

e Download and install MQTT.fx (http://mqttfx.jensd.de).

e Download and install Mosquitto (https://mosquitto.org). Guides on how to install Mosquitto
on different platforms are available on the internet.

e To generate certificates, download the Anybus Certificate Generator from
http://www.anybus.com or OpenSSL from http://www.openssl.org.

e An Anybus CompactCom 40 series lloT Secure module supporting MQTT.

e  Possibility to modify and update the host application.

Updating the Host Application

To enable the MQTT client on the Anybus CompactCom 40 module, the MQTT host object (E2h)
must be implemented in the host application. Attribute #1, MQTT Mode, must be set to the
value 1. Other attributes and services are optional to implement to customize the MQTT client’s
behavior.

The definition of the MQTT host object is available in the lloT Network Guide of each product
(see the support pages for Anybus CompactCom 40 EtherNet/IP™ lloT Secure and Anybus
CompactCom 40 PROFINET lloT Secure available at www.anybus.com/support).

If using the Anybus Host Application Example Code available in the Anybus CompactCom
Starterkit, the MQTT host object and the attribute MQTT Mode are enabled and configured in
abcc_adapt\abcc_obj_cfg.h. Support for the MQTT host object is included from version 3.05 of
the Anybus Host Application Example Code.

' Implementing attribute #1, MQTT Mode of the MQTT host object is required to enable
° MQTT on Anybus CompactCom 40 devices.

The host application must support the Application object command Get_Data_Notification to be
able to publish data on MQTT. The Anybus CompactCom 40 will yield publication resources to
the Host Application by sending this request. The Host Application then responds to the request
once it has data to publish.

In the Anybus Host Application Example Code, the Get_Data_Notification command is enabled
by defining APP_CMD_GET_DATA_NOTIFICATION_ENABLE to TRUE.

Implementing Application Object command Get_Data_Notification is required in order to
® publish MQTT data on Anybus CompactCom 40 devices.

MQTT topic strings will be automatically generated by default. For published ADI datasets, the
default topic string is “Parameter/<ADI name>". A topic example for an ADI named “SPEED” (as
in the default ADI mapping example in the Host Application Example Code) would be
“Parameter/SPEED”. See the IloT Network guide for more information regarding topic strings.
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2.2

2.2.1

Certificates
If TLS encryption is required, there are two scenarios depending on the needed security level:

Example 1 — the Client authenticates the server before the connection is established.

e The Client (CompactCom) will need a CA certificate (used to generate the server certificate)
installed.

e The Broker (Mosquitto in this example) will need the CA certificate, a server certificate, and
a server private key file.

Example 2 — both the Client and the server authenticates each other before a connection is
established.

e The Client (CompactCom) will need a CA certificate (used to generate the server certificate)
installed. It also needs a client certificate (generated with the same CA certificate) and a
client private key.

e  The Broker (Mosquitto in this example) will need the CA certificate, a server certificate, and
a server private key file.

@ A client certificate identifies the client and a server certificate identifies the server.

@ For mutual authentication, the client and server must use the same CA for the client and server
certificates.

Example 1 (client authenticates the server)
1. Generate a CA-certificate either with OpenSSL or with the Anybus Certificate Generator.

2. Generate a server certificate and a server private key based on the CA-certificate.

@ The Common Name (CN) of the server certificate must match the IP address/URL of the broker. It is the
same value that is configured in Instance #50 in the Network Configuration object (04h).

3. Install the CA-certificate in the CompactCom.

4. Copy the CA certificate and the server certificate including the private key to a folder, e.g.
/mosquitto/certs/.

5. Update the mosquitto configuration file (mosquitto.conf) with the certificate information.

cafile C:\Program Files\mosquitto\certs\CA Certificate in PEM format.crt
certfile C:\Program Files\mosquitto\certs\Certificate in PEM format.crt
keyfile C:\Program Files\mosquitto\certs\Private key for certificate in
PEM format.key

require certificate false
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2.2.2 Example 2 (client and server mutual authentication)
1. Create a CA-certificate either with OpenSSL or with the Anybus Certificate Generator.

2. Create a server certificate and a server private key based on the CA-certificate.

@ The Common Name (CN) of the server certificate must match the IP address/URL of the broker. It is the
same value that is configured in Instance #50 in the Network Configuration object (04h).

3. Create a client certificate and a client private key based on the CA-certificate.

4. Install the CA-certificate and the client certificate including the private key in the
CompactCom.

5. Copy the CA-certificate and the server certificate including the private key to a folder, e.g.
/mosquitto/certs/.

6. Update the mosquitto configuration file (mosquitto.conf) with the certificate information.

cafile C:\Program Files\mosquitto\certs\CA Certificate in PEM format.crt
certfile C:\Program Files\mosquitto\certs\Certificate in PEM format.crt
keyfile C:\Program Files\mosquitto\certs\Private key for certificate in
PEM format.key

require certificate true
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3

Configuration

Configure MQTT either via the web page or via the Network Configuration Object (04h),
Instances #50-#57. After changes are made, a restart is required for the new values to be valid.

To run with TLS encryption, set the TLS instance (#57) to ‘Enable’.

An easy check to verify that MQTT is enabled in the host application when the module has
started is to enter the configuration or the status web page of the module. Both the
configuration and status web page shall have an MQTT section present. From the configuration
web page it is possible to configure connection and publish options of MQTT. Once a broker URL
has been configured and the CompactCom module has been restarted, it is possible to find the
connection status in the MQTT section of the status web page. If the CompactCom module fails
to resolve the configured URL or fails to authenticate the connection, this will be communicated
through that page.

Anybus CompactCom

(&) admin (administrator)  Logout
Overview DHCP Digablgd ~]
Parameéters IP Agdress 162, 188.1.50
nerworx [T 295295 2580
Status Gateway Address 0.0.0.0
Configuration Host Mame
DNS Senver &1 0.000.0
SMTP
DNS Server #2 0.0.0.0
SHICP
secumn ] Save settings
Certificates
Accounts Ethernet Configuration
Port 1 Ao v
Port 2 At ]

Broker URL 162.186.1.40- 1883

TS Ennbie L]
Client identifier Anybus

Keep alive time (5) [5]

Base topic Motor_1

Cuasity of senvice ol 0 ~]
Save settings

MOTT Broker Accont Conliguration

Usermame
Passwond

Save settings

Fig. 1
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3.1 Mosquitto

Run mosquitto from a command line and specify the config file to use. A good idea is also to
enable all debug printout with the -v switch.

C:\ProgramFiles\mosquitto\mosquitto —c mosquitto.conf -v

&8 Command Prompt - mosquitto -c mosquitto.conf -v - O X

Fig. 2 Mosquitto command line.

The CompactCom device will automatically try to connect to the specified broker. Status
information for the connection is shown in the Status tab.

¥ MQTT Status

Broker address: 192,168.1.40:1683
Connection status: Connected
Unexpected disconnections: 0
Connect errors: 0
Successful publications: 19
Publication errors too large: 0
Publication errors other: 0
Fig. 3 Connection status.
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4 Publishing Data Notifications

To receive data notifications from the CompactCom 40 module the PC client MQTT.fx will be
used. To connect to the same Mosquitto instance as the CompactCom 40 module, enter the
Connection profiles view from the Extras menu (Extras - Edit Connection Profiles). Configure the
connection details and other options needed for your Mosquitto server.

Once done, apply the configuration and exit this view.

| W1 Edit Connection Profiles

M2M Echpse

4+ =

Profile Mame | local mosquittio

Profils Type  RACTT Broker

MOTT Broker Profile Settings
Beoer Address | 337001
B r Port
Chent 10 | @271 1bbOsF 390N Ted 0 1cc0l

m User Credentials  SSL/TLS  Proxy  LWT

MAOTT Version o Use Default

Clear Publish History

Clear Subicription Histeay

)
MQTE

Generate

Fig. 4 MQTT.fx Connection Profiles view
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Settings for example 1:

The path to the CA certificate file used when creating the server certificate must be added on the

SSL/TLS tab of the broker settings in the ‘CA certificate file’ section.

(=] E4
|
1
ChentID | 02d727a0rac aa1 9403202 Pcadla | Generate
General  User Credentials [ENRIIES Proxy  LWT
Trable SIS ¥ Protocal | TLiviZ -
CA signed sarver certificats
® CA cortificate file
CACe o formatert -
CA cartifieate kevatore
Self signed certificates
Selt sgned cenificates in beyitones
Reven EZR o o

Fig. 5 Example 1: Only the CA-certificate file is needed to authenticate the server.

Settings for example 2:

When using this example, a client certificate is also needed for MQTT.fx. The path to the files is

added in the ‘Self signed certificates’ section.

Profik Hame | local masquitio

Profile Typs  MOTT Broker -

MOQTT Broker Profi

—
Broker Port | 1883

General  User Credentials JESRAIEN Proxy LWT

Dok Address | 127001 ]

Chent D | 02d727a0mac41a1a3 9400202 Pcadla |

CAFl | C\Progree Files\mascuitio\certs\CA Certificate in PEM format ort .

Clseryadar ecalirinis

c ! ahHMS

Chent Key Passward
PEM Formutted

SeM sagned certficates in keystores

Fig. 6
needed.
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Now, select the newly created connection profile at the top of the main window and press the
Connect button. Once connected, it is possible to enter the Broker status tab and subscribe for
status of the Mosquitto server. As the CompactCom 40 module should already be connected, the
status should tell two clients are connected. At this point, if a data notification event is triggered
by the host application of the CompactCom 40 module, one should see the message and traffic
counters increment.

@ Lo .17
E — a0
Publsh  Subscribe  Sorpts [Eletinnd Log

Broker Traffic
ook e 1am
= 3083

SE TR Load

Chents

Mlesaapes

sty 19003000 o 430809

Fig. 7 MQTT.fx Broker Status tab
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To receive the data notifications published by the CompactCom 40 module, a subscription must
be registered to the Mosquitto server. To do this, open the Subscribe tab and enter the topic
string that the CompactCom 40 module publishes data on in the text box. Then press the
Subscribe button. When the application has data to publish, e.g. if data is changed or if someone
pushes a button, it sends the data to the CompactCom 40 and the publish message will be
forwarded by the Mosquitto server to the MQTT.fx client and show up in the console of the
Subscribe tab.

[ yr=——r= 5 =

[ [v— ald
rublish [l Scripls  Beoker Status

of

[ —]
P TR —— 1
Cumpriemsgn e ¥ Q0
[RIPRRRY, eremuy S——— 3
Vitee LT et S s [ ] R

Comp oo Muds (ST | e 1P e i it

—
| dotor_ /P arameton Rarmg wakor [ & ] Q0
| —— R M-
Mot L/ P smeter Rap sEhsr 1
o

Moior_ P emeter R wahen [

Maotor_ 1 Paramerten "Hamg vabs

Teples Collecton (3

Moo 8P s, g s Fagh
R L ]
doton, 8 Pararmaer Rarmg: wakon

Fig. 8 Subscribing to topics with MQTT.fx

Contact HMS support for an example of how to use the Get Data Notification command
with MQTT.
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