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1.1.1

1.2

1.3

1.4

Preface

About this Document

This application note is intended to provide a description about how diagnostic events are pre-
sented in the engineering tool for the industrial network EtherCAT.

It is divided into two parts:

Part one provides a short overview of the Anybus CompactCom 40 Diagnostic Object (02h) and
its diagnostic events. Part two is an example, showing how to get diagnostic messages dis-
played for EtherCAT using the PLC engineering tool TwinCAT 3.1.

Target Audience

This document is meant for trained and skilled personnel working with the equipment described.

You need electrical engineering skills for the installation and commissioning of electrical

equipment.

You also need general knowledge of automation and programmable logic controllers, in particu-
lar about Beckhoff Automation software. Additionally, knowledge of the EtherCAT industrial net-
work protocol and the Anybus CompactCom object model is necessary.

History
Revision Date Description Responsible
0.9 2016-10-17 First version OLB
1.0 2018-02-14 Converted to DOX KaD

Referenced Documents

Description Name / Type Version

HMS Starter Kit HMS Development Board 2 0314-1.1.1
Rev 1.13

Anybus CompactCom 40 ABCC-M40-ECT FW V.2.08

module

Beckhoff PLC CPU: CX9020 -

GSD file for the Anybus HMS Anybus CompactCom 40 EtherCAT 2_ | 2.08

CompactCom 40 EtherCAT 08.xml

Anybus CompactCom 40 Network Guide V1.7

EtherCAT

Anybus CompactCom Soft- Software Design Guide V3.4

ware Design guide

PC with Beckhoff PLC pro-
gramming software

TwinCAT XAE PLC 3.1

3.1.0.0.4016.1.2

ample Code

How to configure an Anybus | Application Note 1.02
EtherCAT slave module with

Beckhoff PLC

IDE KEIL uVision 5 V5.20
Anybus CompactCom Driver | Anybus CompactCom Host Application Ex- V3.03

More Information about Networks and Products

The latest manuals and GSD files can be found on the HMS website, www.anybus.com
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1.5 Trademark Information

Anybus® is a registered trademark of HMS Industrial Networks AB.

EtherCAT.

EtherCAT® is a registered trademark and patented technology, licensed by Beckhoff Automation
GmbH, Germany.

All other trademarks are the property of their respective holders.
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2 Introduction

The ability of an automation device to raise diagnostic events is an important benefit. It may not
only reflect a higher level of quality setting it apart from competitors in the market, in the end it
will also increase the device’s reliability, reduce downtimes by relieving preventive maintenance

and protect the investment.

Implementing this feature set allows the device to signal significant incidents towards the PLC.
This way operators will immediately be informed in case the device experiences errors or faults.

This document describes how developers of a field device implementing an Anybus Compact-
Com 40 EtherCAT network interface can use its features to create diagnostic events.

Anybus CompactCom 40 Diagnostic Events for EtherCAT SCM-1202-070 1.0
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3

3.1

The Diagnostic Object

The Anybus CompactCom concept is based on an object model.

For detailed information about this, please refer to the Anybus CompactCom 40 Software De-
sign Guide.

Create a Diagnostic Event

When the CompactCom device has been started and initialized, the diagnostic object (02h) is
solely built up of its object instance #0 containing attributes common to all subsequent instan-
ces which may be added in the course of the device’s operation. The process of reporting a di-
agnostic event to the network is initiated by the host application. To this end a create (03h)
event command message is sent from the host application to the diagnostic object (02h).

The CompactCom will internally create a new instance inside the diagnostic object (02h). This
new instance corresponds to a diagnostic event.

The create (03h) command must contain info for describing the diagnostic event: a Severity
(CMDEXt[0]) and an Event Code (CMDEXx{[1]). The severity indicates how critical the event is
and if it will recover by itself or not. CMDEXt[0] additionally contains a bit called Extended Diag-
nostic, which informs the CompactCom if the event message contains additional user specific
data. If the Extended Diagnostic bit is set, the additional user specific data will be found in
MsgData[0..7], and the network specific data will follow in MsgData[8..n].

An Event Code informs about the nature of the event, i. e. what caused the device to react, like
exceeding temperature or current limit.

Anybus CompactCom 40 Diagnostic Events for EtherCAT SCM-1202-070 1.0
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Command Details: Create
Details

Command Code:

Valid For:

Description

03h
Object

Creates a new instance, in this case representing a new diagnostic event in the host application.

Command details:

Field Contents Note
CMDEXt[0] Bit O: Extended Diagnostic

Bit 4-6: Severity

Other bits  Reserved. Set to zero.
CMDEXt[1] Event Code, see previous page

MsgDatal0...1]

Slot number associated with the event
Set to “0” if unknown or unsupported

MsgDatal2...3]

ADI associated with the event
Set to “0” if unknown or unsupported

MsgData[4] Element associated with the event
Set to “255” if unknown or unsupported
MsgData[5] Bit in element associated with the event

Set to “255” if unknown or unsupported

MsgDatal6...7]

Reserved. Set to zero

These fields only exist if bit 0 (Extended
Diagnostic) is set

MsgData[0/8...n]

Network specific extension (optional, definition is net-
work specific)

MsgData[8...n] if bit 0 in CmdEXxt[0] is
set

MsgDatal0...n] if bit 0 in CmdExt[0] is
not set

Response details (Success):

Field

Contents

MsgDatal0...1]

The number of the instance that was created as a result from the command

Response details (Error):

Error

Contents Comment

Object Specific Error

MsgData[1] = 02h

port latching events

Error code (Latching event not supported)
The event could not be created since the module does not sup-

MsgData[1] = FFh

Error code (Network specific error)
The event could not be created due to a network specific reason.
Information about the event is found in response MsgData[2-n]

Anybus CompactCom 40 Diagnostic Events for EtherCAT
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3.2

Severity Codes of Diagnostic Events
The following severity codes are defined for the CompactCom:

This parameter indicates the severity level of the event. Only bits 4 - 6 are used for severity level
information.

Bit Combination Severity Comment

000 Minor, recoverable -

001 Minor, unrecoverable Unrecoverable events cannot be deleted
010 Major, recoverable -

01 Major, unrecoverable Causes a state-shift to EXCEPTION

101 Minor, latching

110 Major, latching

(other) - (reserved for future use)

Typically, recoverable events are generated by the process e.g. if a temperature exceeds a limit
value defined by the device manufacturer (e.g. internal temperature of the device exceeds 50°
C). The character of this event is typically a warning when the event is defined as minor. The
temperature of the device is recoverable as the device can cool down again when some heat
producers are cut off.

The device manufacturer will add a major recoverable event when he wants to inform the PLC
that the temperature has reached a critical high temperature which can damage the device.

An unrecoverable diagnostic event is typically created when the device detects that a part of
the application is malfunctioning. A major unrecoverable event signals that the device has to
be stopped, inspected and searched for critical errors. A restart may solve the problem, or the
malfunctioning part might need to be replaced. A minor unrecoverable event informs the users
that the application is still working, but part of it needs to be searched for errors and/or replaced
within the next scheduled inspection.

Minor latching and major latching allow the creation of latching diagnostic event.
In EtherCAT, latching events are not supported.

For more information, see the Software Design Guide and the Network Guide of the Anybus
CompactCom 40 device.

' The device manufacturer has to define which event will be reported as a diagnostic
® event to the PLC and which severity has to be used.

Anybus CompactCom 40 Diagnostic Events for EtherCAT SCM-1202-070 1.0
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3.3 Anybus CompactCom Event Codes

The table below shows a list of the event codes applicable for the Anybus CompactCom 40

device.
# Meaning Comment
10h Generic Error -
20h Current -
21h Current, device input -
side
22h Current, inside the -
device
23h Current, device output -
side
30h Voltage -
31h Mains Voltage -
32h Voltage inside the -
device
33h Output Voltage -
40h Temperature -
41h Ambient Temperature -
42h Device Temperature -
50h Device Hardware -
60h Device Software -
61h Internal Software -
62h User Software -
63h Data Set -
70h Additional Modules -
80h Monitoring -
81h Communication -
82h Protocol Error -
90h External Error -
FOh Additional Functions -
FFh NW specific Definition is network-specific; consult separate network guide for further
information.

The event code FFh is used if network specific diagnostics are reported (not considered within
this application note).

Anybus CompactCom 40 Diagnostic Events for EtherCAT
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4 EtherCAT

To show the commissioning within the Beckhoff environment we will be using the TwinCAT 3.1
engineering tool, starting with a blank project. In step one, we will configure the Beckhoff PLC.
In step two, the EtherCAT network and its devices.

41 PLC Configuration
411 Importing the EtherCAT Slave Information File (ESI)

In order to integrate the Anybus CompactCom with the Beckhoff EtherCAT controller, it is neces-
sary to import the ESI file into the TwinCAT software. To do this, locate the installation directory
of TwinCAT on your PC and paste a copy of the ESI file into the subdirectory << .\3.1\Config\lo
\EtherCAT >> as indicated in the picture below. You can now start the TwinCAT software.

- 2 Open ~ Burn Mew folder

|| Beckhoff EtherCAT Terminals.xml

|| Beckhoff FELXCKxm

|| Beckhoff FCxoowxml

|| Beckhoff ILxwox-B110.xml

[ ESLABC_CAMN_ECT_V_1_6xml

| ESLABCC ECT W 1_04.XML

| ESLABCC_ECT_V_1_05.XML

| ESLABCC_ECT_V_1_06.XML

| ESLABCC_ECT V_1_07.XML

| ESL ABCC _ECT_V_1_08.XML

| ESLABS_ECT_V_2_3.xml

| ESLABXS ECT_V_3 19.xml

|| ESI-AVENTICS_GmbH-AVTS_CLO3-Y1_10.xml

|| ESI-Herrmann-ULTRA-X_EtherCAT WV 1 07.XML
|| HM5 Anybus CompactCom 40 EtherCAT 1_11.xml
|| HMS Anybus CompactCom 40 EtherCAT 1_12.xrml

|| HMS CompactCom 40 EtherCAT 2_00.xml

Fig. 1 Importing the EtherCAT Slave Information File (ESI)

Anybus CompactCom 40 Diagnostic Events for EtherCAT SCM-1202-070 1.0
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4.1.2 Creation of a New Project

When TwinCAT starts, you will get a default interface, as shown in the following figure.

Micosoft Visua St (AAmImSacr

File Edit View Debug TwinCAT PLC Tools pe  Window Help

R I T R R - =] | - T T
sin @A2RE|er | I [E] [EEEIRE

- 3 x

Q 0Errors | 10 Wamings | (i) 0 Messages | Clear

Description Line Column  Project

2 error it [

Fig. 2

We can now create a new project. To do this, go to the file menu and selects File > New > Proj-
ect. We then get a window for creating a new project, as shown in the picture below. Choose a
name and validate the creation of the project.

View Debug TwinCAT PLC Tools Scope Window Help
€ - Cddsgplo oS-G -] I 1Y o)
] 1A 2R Ger | BB ] =)= 0 @ 80D

3

+ | Sort by: | Default

Installed Templates
Type: TwinCAT Project

TwinCAT XAE SystemManager
Configuration

E TwinCAT XAE Project (.. TwinCAT Project
Other Project Types
i

TWInCAT Projectd
!

TwinCAT Projectd

@ 0Errors | 1\ 0 Wamings | (i) 0 Messages | Clear
Description

Fig. 3
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After the project is created, the TwinCAT interface must match that shown in the picture below.

o TwinCAT Projectd - Microsoft V

Fle Edit View Project Build fiebug TwinCAT PIC Tools Scope Window Hielp
Pl - (Gl | K ]9 - - LG b [Release | [TwinCATRT 686) - AR B
e I N T |3 mdlezl=sr=0 aw & D0,
Solution Explorer v 3 x
=

o) Solution ‘TwinCAT Projectd’ (L project)
. [5] TwinCAT Projectd

> [l SYSTEM
MOTION

Properties > X
IMeSyshianager?

=piS

% Mappings

Error List
@ 0Erors | f\ 0Warnings | (D) 0 Messages | Clear

Description File Line Column  Project

(&) Error List [CIOCTS

Creating project ‘TwinCAT Projectd"... project

Fig. 4

41.3 Discovery and Addition of EtherCAT PLC

The next step is to add the PLC to the project. EtherCAT provides PLC detection capabilities
over a LAN. We will rely on these features in the rest of this chapter. Let's start by selecting the

target of our project, via the item 'Choose Target System' from the drop-down menu, as shown
below in the picture.

TwinCAT Projectd - Microsoft Visual Studio (Ad

File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help

i1 - S H | 80| 9 - - D5 b Release | [TwinCAT RT 86) -l
BEL i aR2NE|a | o -)-[E
<Local>
CX0020 (52610457
TTeSysManager?
o Solution ' TwinCAT Projectd” (1 project) =14 ‘j
o |5 TwinCAT Projectt

b |l SYSTEM

Bl =
<l BRI EO|a s E D0 -

Solution Explorer

&7 Mappings

Error List
@ 0Errors | [\ 0 Wamings | (i) 0 Messages | Clear

Description File Line Column  Project

Yy & Output

Creating project TwinCAT Projectd'... project creation successful

Fig. 5
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We will then get the window shown below.

File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help

. _t

T - S d| % @]9 -0 -S-5] b [Relense ~| | TwinCAT RT (26)

(BB w826 o |
Solution Explorer - B x

2
.4 Solution TwinCAT Projectd' (1 project)
4[5 TwinCAT Projectd
> |l SYSTEM
MOTION
PLC

SAFETY

N

Kl
=
3

&%, Mappings

|3 »r = 4q|

i 1)
CX3020  (5.26.10457.1.1)

EIE] FEEET Y I GER
|

Olesmin|OD 4

Properties ~ 1 x
TMeSyshanager?

=RE

‘I

Eam:el

[ Search Ethermet)...|

Search (Fieldbus)

[ 5et as Default

Connection Timeout (s)

Description

2, Error List [EIGE

Creating project TwinCAT Projectd'.. project creation successful.

Fig. 6

File Line Column  Project

If our controller is already visible in the 'Choose Target System' window in the picture, we can di-
rectly select it here, validate with OK and go directly to Network Configuration and Activation, p.

16

File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help

- b

._T.l =0 lﬁﬂﬂ\ & B9 - -S| b [Release «| [ TwinCAT RT (86)

B A S BlE

o R
Solution Explorer - ax

=
o Selution TwinCAT Projectd' (L project)
a [5] TwinCAT Projectd
v [dll SYSTEM
MOTION

[l pLc

Choose Target Systen

N

4]
=
S

*, Mappings

|2 » mg|=

=0t E|[0D ]

Properties
MeSysManager?

—
Search (Fieldbus).

[7] et as Default

Cornection Timeout (s)

- ¥
2=
s
Cancel
Search (Ethemetl.. | ) thernet'
|

Description

%} Error List [N

Creating project "TwinCAT Projectd"... project reation successful,

Fig. 7
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If not, proceed as usual. We will look for the PLCs on our Ethernet network. Select 'Search
(Ethernet) ..." as shown above in the picture. Keep the default settings as shown in the next pic-
ture below and click 'Broadcast search'.

HTIEl
Solution Explorer
=

-3 Solution ‘TwinCAT Projectd” (1 project)

4[5 TwinCAT Projectt
b (@l SYSTEM

002X Ger

Creating project TwinCAT Projectd"... project creation successful.

iew Project Build Debug TwinCAT PLC Toels Scope Window Help

iG-S d| % B9 - -S-0 b [Relase

Rl e - i

<Local> -

~| [ TwinCAT RT ) -Jli |

|3 r = g|5=(

== 0| 8 0D

TMcSyshanager?

V=l

Enler Host Name /[P, (

Refiesh Staius (| BroadcastSeach |

Host Name Connected  Address AMS Netld

TwinCAT

05 Yersion

Comment

<[

Flaute Name (Target)

Transpart Type: TCRIP -
Address Info:
@ HostName () IP Addess

Connection Timeout (s): 5 +

Raute Name [Remate]

ArsNetld: Target Route

SUPPORT-PCE

Remate Route

fdd Route

Yy & Output

Fig. 8

We locate our Beckhoff controller on the network, as shown in the next picture: Select the PLC

route and add it.

g A= - R - IR
HE IR
Solution Explorer
=
-4 Solution 'TwinCAT Projectd’ (1 project)
4[5 TwinCAT Projectt

b (@l SYSTEM

4 Fvo
% Devices

&% Mappings

Creating project AT Projectd'... project creation successul.

Fig. 9

File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help

MG e PE 2w R

| b [Release ~| | TwinCAT RT (x86) -2 |
L A o | T

|3 r = g|5=(

=0t DD

TMcSyshanager?

=

Enter Host Name / IP:

RefieshStaius | [ BoadcastSeach |

| ame Connected  Address AMS Netld
(| cranzn % 1R 5261045711

TwinCAT 05 Version  Comme
314016 WinCE7.0)

< 0

] 3

Routs Nate (T argetl Cxa020
Amshed 5.26.10457.1.1
Transpan Type:
Address Info Cxanz0

© HostName () IP hddress
Connection Timeout (s): 5 +

Raute Name [Remate]

SUPPORT-PCE

Remate Route

d

AddRowe | ) Close

Yy & Output

Anybus CompactCom 40 Diagnostic Events for EtherCAT
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We will then get a login window as shown in the picture below. Here, we enter the login IDs of
our controller.

File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help
- G @ % ]9 0 - G- | b [Relezse ][ TwinCAT RT (86) -l | R EEr REa-.

T R T o e — EDRE

Solution Explorer v X

(o Selution TwinCAT Projectd’ (1 project)

s[5 TwinCAT Projectd

Ot & (DD -

TMeSysManager?

I=

b |l sYsTEM
MOTION . 1 Eisfesh Status Broadosst Search
[ Logon Information

TwncaT 05 v Comment
= Enter a user name and passward that s vaid for the il oeon | —emnen
remote system, 14016 WinCE (7.0)

o User name:
&7 Mappings
password:

Encrypt Paswr
validate

Co Drea ) ‘ z
Route Name [Target) £X3020 Route Name [Remote] SUPFORT-FCE
Amshelld 5.26.10457.1.1 Taget Route Remote Route
Transport Type: _r PP = Proect ) None

Static:
Address Info; £xa020 [
@ HostNams () IP Address
Connection Timeout (s} § =

AddRowe | | Clase

[EYEE] & Output

Creating project TwinCAT Projectd'... project creation successful

Fig. 10

We can now select our controller, as shown in the next picture. Let us validate by clicking on
‘0K’

e _at

Id Debug TwinCAT PLC Tools Scope Window Help

S S @] % R ]9 - O - G- | b [Release ][ TwinCAT RT 66) -] [ R EFE e B
|

(B G B BRG] |2 =4 Ol wis|DD
Solution Explorer - X Propertics
.a Solution ‘TwinCAT Projectd’ (L project) 5

4[5 TwinCAT Projectt Choos

v |l SYSTEM

ITeSysManager?

=

Pl o Search [Ethemet]
2 Devices
&7 Mappings Search [Fieldbus)

[ Set as Defaul

Connection Timeout (] 5 £

@ 0Errors || §\ 0 Wamings | (i) 0 Messages || Clear

Description File Line Column  Project

|7 Error List [N

Creating project TwinCAT Project?’,

Fig. 11
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41.4 Network Configuration and Activation

Confirm the change of environment on the window in the picture below by clicking on 'Yes'.

TwinCAT Project4 - Microsoft Visual Studi
File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help

A EH@ | & DR L5 b [Relesse ~| [TwincAT RT (a6) -] | HRFRxEEO-
|

(BE L BB2RE e [oa> ] [3]) =220 dwE|DD

Solution Explorer - B X Propertics

=) TeSysManager?
- Solution TwinCAT Projectd’ (L project) =]
2 [5] TwinCAT Projectd -
v [dll SYSTEM
MOTION

[l pLc

.
]
5
G

2 Devices Microsoft Visual Studie
&% Mappings

Active solution platform TwinCAT RT (x86)" differs from new target
& platform TwinCAT CE7 (ARMVT)'! Change solution platform

Error List
@ 0Erors | i\ 0 Warnings | (i) 0 Messages | Clear

Description File Line Project

%) Error List [N

Creating project "TwinCAT Projectd"... project creation successful,

Fig. 12

We will now restart our TwinCAT controller in config mode. To do this, select 'Restart TwinCAT
(Config Mode)' from the TwinCAT menu before validating, as shown in the picture below.

TwinCAT Project - M

PLC Tools Scope Window Help
i -S| % 5|9 - LG b [Release -] [TwinCATCET(ARMVI) -] | (] [ BB
i i BB 2RE EEE-1 tzr= O] s8]0 0
Solution Explorer Properties
o Solution ‘TwinCAT Projectd” (1 project)
s[5 TwinCAT Projectd
b |l sysTEm
=)

File Edit View Project Build Debug

IMcSysManager]

=]

4 Fvo
% Devices

&7 Mappings

wo'w Restart TinCAT System in Config Mode

Error List
@ 0Emors | )0 Wamings | (i) 0 Messages

Description File Line Column  Project

Clear

|33 Error List 0N

Creating project TwinCAT Projectd"... project creation successful,

Fig. 13
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We will then get a confirmation message, as shown in the next picture.

File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help

idrE-cdd| s anle-e -2 | b [Release ~| | TwincaT cE7 carMv)  ~|| (3 | =TS =
-I=1" BlB2AG|el oo [ EER=1 FIEEEIEER
Solution Explorer -1 x

=

e Solution ‘TwinCAT Projectd’ (1 project)
4[5 TwinCAT Projectd
b |l SYSTEM

4 Evo
% Devices

&7, Mappings

@ 0Errors | [\ 1Waming | (i) 1Message | Clear

Description Column  Project
17.01.201713:26:25 165 ms | TeSysSnv’ (10000): TwinCAT System Config mode

tequested from AmsNetld: 32783 port 192.1681.223.1.1

17.01.201713:26:25 187 ms | (65535): Box 5 (Test device name) (1002)"

Communication interrupted

%} Error List [N

Creating project TwinCAT Projectd".

Fig. 14

We will now ask our controller to scan the slaves attached to its EtherCAT interface. To do this,
we right-click on the Device item under the 'l / O' group, as shown below.

File Edit View Project Buld Debug TwinCAT PLC Tools Scope Window Help
fdrEr S @] % B9 e - S E | P [Relcase -| | TwincaT cE7 (aRMVE) <[ () |
== 082 NEla |[oo 5]
Solution Explorer

=

3 Solution TwinCAT Projectd” (1 project)

4[5 TwinCAT Projectd
> [l SVSTEM

RGeS - i
PR

= 4|

Right click on 'Devices'

Add New Tten... Ctrl+Shift+A
Add Existing Ttem. Shift+Alts A

X Sean
P Paste Ctrl+V
Paste with

select 'Scan’

Error List
@ OErmors | i1 Waming | (i) 1 Message | Clear

Description File Line Column  Project
D1 17013017 13:26:25 165 ms | ‘TeSysSn’ (L0000): TwinCAT System Config mode

requested from AmsNetld: 32783 port 102.168.1.223.1.1

42 17012017 13:26:25 187 ms | (65535): 'Box 5 (Test device name) (1002)'

Communication interrupted

) Error List SO

Creating project TwinCAT Projectd"... project creation successful.

Fig. 15
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A message appears, warning us that certain types of slaves may not be discovered automati-
cally, as shown below in the picture. This does not concern us. Validate by clicking OK.

TwinCAT Projectd - Microsoftioual Studi

_4b
File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help

@S a % a9 - S| b [ Release ~| | TwincaT ce7 aRMV) - | (| S s B -
(G CIEERNCIEES . [ =g == 0@ &5 (D0,
Solution Explorer - R X
=

o) Solution TwinCAT Projectd’ (1 project)
2 [3] TwinCAT Projectd

b [l svsTem
=

N

¥ Devices

&% Mappings

HINT: Net all types of devices can be found autematically

C o D o |

Error List
@ 0Errors | i\ 1Warning | (i) 1 Message | Clear

Description Column  Project
D1 17.01.2017 13:26:25 165 ms | TcSysSrv’ (10000): TwinCAT System Config mode
requested from AmsNetld: 32783 port 192168.1.223.1.1,

42 17.01.2017 13:26:25 187 ms | (65535): ‘Box 5 (Test device name) (1002
Communication interrupted

% Error List [CIORT

Creating project TwinCAT Projectd"... project creation successful

Fig. 16

We getan |/ O list, as shown in the picture below. Let's select only the first item in the list before
validating by clicking OK.

TwinCAT Project’* Microsoft Visual Stud ministrato

]

File Edit View Project Build Debug TwinCAT PLC Teols Scope Window Help
HREREd= 1= TP Y R T = | [ TwincaT ce7 (armv)  -| | (% | F| R e BB - -
[ E i BRG] e EE:] =OmmE (DD
Solution Explorer

=

- Solution ‘TwinCAT Projectd" (1 project)

4[5l TwinCAT Projectd
> |l SYSTEM

S| b [Release

Device | [ElheitAT]
. BEro Device 2 (EtheiCAT Automation Protacal]  [FECT]

D 3 [NOV-DP-RAM
4 % Devices evice 3 )
4 = Devicel (EtherCAT)
*% Image

Select Al

9 Image-Info
2 Synclnits
b Inputs
» W Outputs
> @ InfoData
> % Device (EtherCAT Automation Protocol)
> b Device3 (NOV-DP-RAM)
&% Mappings

Error List
0Emors | §\ 0 Wamings | (i) 0 Messages
9: 9

Clear

Description File Line Column  Project

) Error List SR

Creating project T rojectd.. project ereation successful,

Fig. 17
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A new dialog box shows 'Scan for boxes', as shown below. Let's validate again by clicking on
'Yes'.

TwinCAT Project4 - M

File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help
R I R | b [Release ~| | TwincaT ce7 arMv)  -|| [ | H|RF R B E A
HT = E [ I
Solution Explorer
=
o Solution TwinCAT Projectd’ (1 project)

4 [ TwinCAT Projectd
o [l sysTEM

4 %% Devices Microsoft Visual Studio
4 = Devicel (EtherCAT)
*® Image
% Image-Info
2 SyncUnits
b Inputs
» W Outputs
» @ InfoData
&%, Mappings

Scan for boxes

Error List
@ 0Errors | i\ 0Warnings | (i) 0 Messages

Clear

Description File Line Column  Project

[, Error List NG

Creating project AT Projectd'.. project creati

Fig. 18

Our CompactCom device is now configured on the EtherCAT controller. A new dialog box pro-
poses to go into Free Run mode.

TwinCAT Projectd - M

File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help
iQ-E-cdd|s ad|e - -8 - [TwinCAT CE7 (ARMVT) || 29 |
Ho =l i |dr =g
Solution Explorer
=

= Solution 'TwinCAT Projectd" (1 project)

4[5l TwinCAT Projectd
b |l SYSTEM

R =P o =
FECEIEEE

2| b [Release

LC
SAFETY
[ o+
4 @wo
4 % Devices
4 = Devicel (EtherCAT)
*% Image
9 Image-Info
2 Synclnits
Inputs
W Outputs
3 InfoData
1§ Term1 (EK1200)
Box 3 (Anybus CompactCom 40 EtherCAT)
*, Mappings

‘9‘ Activate Free Run

@
L

Error List
OEmors | f\ 0 Wamings | (i) 0 Messages
9: 9

Clear

Description File Line Column  Project

The ABCC has just appeared in the configuration of the PLC

) Error List SR

Creating project TwinCAT Projectd'... project creation suc

Fig. 19
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4.2

4.2.1

If we wish, we can validate the free run mode by clicking on 'Yes'. As the CompactCom is also
enabled, we can then see the Process Data Units transmitted from the CompactCom to the
PLC as shown in the picture below

TwinCAT Projectd - Microsoft Visual Stud

File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help
Pl S @ f B9 e LB b [Release ~| | TwincaT cE7 (armvr)  -|| % | | e B -
i L AB2NEe oo EECIEEETECIETEICTE
Solution Explorer = % % TwinCAT Projectd X
= riome SO e Sw awn. wow b tmw -1
o) Solution TwinCAT Projectd" (L project) #| Sublndex 001 s9624 UINT 20 100 Input 0
4[5l TwinCAT Projects # Sublndex 002 59624 UINT 20 110 Input 0
> [l SYSTEM # Sublndex 003 59624 UINT 20 430 nput 0
#1 Sublndex 004 59624 UINT 20 450 Input 0
#1 Sublndex 005 59624 UINT 20 410 mpt 0 Reading of transmitted PDOs
#l Sublndex 006 59624 UINT 20 490 lnput 0 3
#1 Sublndex 007 59624 UINT 20 510 Input 0
22 Deices #1 Sublndex 008 59624 UINT 20 530 Input 0
4 % Device (EtherCAT) #1 Sublndex 003 59624 UINT 20 550 lnput 0
B iage #1 Sublndex 010 59624 UINT 20 510 lnput 0
%8 ImageInfo #l Sublndex 011 59624 UINT 20 90 lnput 0
> 2 SyncUnits #l Sublndex 012 59624 UINT 20 60 Input 0
Inputs # sublndex 013 59624 UINT 20 630 Input o
> W Outputs #1 Sublndex 014 59624 UINT 20 650 Input 0
> @ InfoData #l Sublndex 015 59624 UINT 20 60 lnput 0
> [§ Term1 (EK1200) # Sublndex 016 59624 UINT 20 9.0 Input 0
a Box3 (Anybus CompactCom 40 EtherCAT) # Sublndex 017 59624 UINT 20 710 Input 0
Transmit PORMapping #1 Sublndex 018 59624 UINT 0 7O put 0
> W Receive PDI ping # Sublndex 019\ 59624 UINT 20 750 Input 0 -
» [ WeState
» @ InfoData Error List v gx
&% Mappings @ 0Ermors | i\ 0Warnings | (i) 0 Messages | Clear
CI|Ck on 'Transmit pDO Mapping' Description File Line Column Project
(5 ErorList [CION

Creating project

Fig. 20

EtherCAT Diagnostics
This section shows how EtherCAT handles diagnostic data.

EtherCAT provides three possibilities for reporting diagnostics:
+ via SDO access

» via the diagnosis history object (0x10F3)

*  via emergency messages

In this document, since the diagnosis history object (0x10F3) is not supported by the Anybus
CompactCom EtherCAT slave module, we are using the default emergency object to report di-
agnosis messages. However, the diagnosis history object (0x10F3) can be implemented by the
application itself if needed.

SDO Access

This is the acyclic access. The master can obtain diagnostics information from EtherCAT via
SDO access.
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4.2.2

Anybus CompactCom 40 Diagnostic Events for EtherCAT

Diagnosis History Object (0x10F3)

The EtherCAT specification has defined a dedicated object for reporting diagnosis messages.
This object can record and display up to 250 messages, including different types of diagnosis

messages: info, warning, error.

A text ID is assigned to each error message with a detailed description stored in the ESI file.

Diagnostics messages can be read e.g. by the TwinCAT system manager in the diag history
tab, provided that the EtherCAT slave device supports this object. The following table shows the
structure of the diagnosis object 0x10F3.

Index Sub-Index Description Type Access
0x10F3 0 Diagnosis History - -
1 Maximum UINT8 R/RW
messages
Newest message UINT8 R
Newest acknowl- UINT8 RW
edged message
4 New message Bool R
available
5 Flags UINT16 RW
6....225 Sub-Index 006... OCTET STRING R

0255

SCM-1202-070 1.0
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4.2.3 Diagnosis by Emergency Messages

When an error occurs/disappears within a slave device, an emergency message will be sent
out with the following defined structure. In the Beckhoff software, TwinCAT System Manager
Emergency messages will be displayed in the message window.

Byte 0 Byte 1 Byte 2 Byte 3 Byte 4 | Byte 5 ‘ Byte 6 Byte 7
00h Event Error Manufacturer specific field (not used)
Code Register
(1001h)

The emergency telegram above is represented in hexadecimal format. It is divided into three
parts: the error code, the error register, and the data.

The error code is defined by two bytes and indicates the error type, for example, the error code
0x20xx corresponds to current and 0x30xx to voltage. For the Anybus CompactCom 40 module
the error code is contained in the lower two bytes (byte 0 and byte 1). Byte 0 is fixed with the
value 00h and byte 1 corresponds to the Event Code. If the event code is FFh, the severity
code is part of the emergency message. In all other cases only the event code is reported.

For more information see the Anybus CompactCom 40 EtherCAT network guide in section 5.3.

The error register has a size of one byte and indicates which error type is present when a bit is
set.

The data part consists of five bytes and carries either the manufacturer specific error field or di-
agnostic data. For the Anybus CompactCom 40 module, the data part includes byte 3 to byte 7.

The manufacturer specific information — which are represented by bytes 3 to 7- in the emer-
gency request cannot be changed from the host application. Since the network specific diag-
nostics are not reported, the severity code will be not displayed. This means that it will be not
possible to distinguish between major recoverable, minor recoverable and minor unrecoverable.

We will focus on the minor recoverable diagnostic event. Since the three other severity codes
cannot be displayed, we only need to show one example illustrating the behavior of all of the
three severity codes. In the end, we will also explain what happens when a major unrecoverable
diagnostic event is created.
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5 Application Example

In this example we are using the Anybus CompactCom Starter Kit in which we integrate the
Anybus CompactCom 40 device. We use the host application example code for the Windows
platform simulating the host application. We also run the automation engineering tool TwinCAT
3.1 by Beckhoff for configuring the PLC. In this example, we employ a CX9020 controller. The

engineering tool will also report the diagnostic events sent by the CompactCom module to the
PLC.

Anybus
CompactCom
Module

HMS
STARTER
KIT

Fig.21 Hardware overview

The following section will explain what has to be done from application side to initiate the Com-
pactCom EtherCAT module to send field device diagnosis to the network master.
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5.1 Code Sample for Creating a Diagnostic Event

This sample is intended to show how to create a diagnostic event in the CompactCom using the
CompactCom host application example code. The example below shows the structure of a cre-
ate (03h) event command message that generates a diagnostic event defined as minor recov-
erable for the event code temperature.

/f meassage header part

ABCC SetMagHeader (psM=g, // buffer
ABP OBJ NUM DI,
i // instance

O, // mttribute
AEP CMD CREATE,
10, /f Message data size
ABCC GetMNewSourceId ()} [/ source id

pslizg->sHeader.bCndExc0 = HEEIDIIEVENT] SEVERTTY MINORIREC:

RsMzg->sHeader.bCmdExcl = ABEIDI EVENT TEMPERATORE :

// mez=zage data part
ABCC_ SetMagDatalé (psMsg, O, 0);

Fig. 22

The create (03h) event command above has created a diagnostic event including the severity
code (minor recoverable (0x00)) and the event code (temperature (0x40)). There is no data
included in the message in this case.
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6 Readout of Diagnostics in TwinCAT 3.1

Start a TwinCAT project with all the settings complete, including your Anybus CompactCom
EtherCAT slave module. Double-click on the CompactCom EtherCAT slave module icon (1) in
the system manager. A window will be opened on the right, with all the tabs including all the ob-
jects supported by the CompactCom slave module (if available).

Solution Explorer MR TwinCAT Projectl X

=
A Solution TwinCAT Diagnosenmeldung’ (1 project)

4 Bl TwinCAT Prjectt [ tpomel Ao Ute 7S Upite [ s i Dot
gr ——
i rc ) Orine Data Modude OD (AoE Por):
) sareTY
o e Name Fap  Vee nt
s @vo 1000 Device Type RO 000000000 0
« T Devices 100 it e o
4 5 Device 1 (EtherCAT) Predefned d R0 35¢
% Image 100301 Standard errocfeld R 000003300 (13056) |
*8 image-info 100502 Stondad eortisd o 00004100 (15640) 9
2 Symclnits 100303 Standand enorfield "0 000002300 2360}
Jputs 10030¢  Slandard emorfield 0 000002000 8152
8 FrnlSiate Stonvdard emorfield RO 00002000 3152)
b= i m e TR ,. SEIPUSREREON 40 RherCAT
% FrdinputToggle 1003 Manufaciurer Hardware Version RO 1
st on WA Mondfochrer Sofwere Verson 0 11201
1 DexState #1010 Restore defaul parameters RO >1¢
T O #1080 KenttyObject RO e
o + 16000 Rocavo PDO Nappng RH 2
& FmWicce
& DevCtrl Name Oniine Type Sze  >Addr. In/Out UserD Linkedto
W nfoData o # SublndexO01 0 UINT 0 B0 ptt 0
T“’"‘mz““ — # Subindex002 0 uNT 2 40 put 0
it =2 "‘ = #1 Sublndex003 0 UINT 20 430 put 0
ayi  Subindoc004 o UNT W50 It 0
3% Mappings
# Sublndex005 0 UINT 200 40 put 0
# Sublndex006 0 UNT 20 40 et 0
# Sublndex007 0 UINT 200 510 Iput 0
1 Sublndex008 0 umT 20 B0 hpt 0 =
Output " g x
Show output from: | TwinCAT g R e ]

EAR | 24.05.2016 12:08:47 68 ms | (55535): 'Eox 3 (Anybus CompactCom 4' (1082): CoF - Emergency (Wex: 2000, @3, '08 00 68 09 68')
€RR | 24.06.2016 12:10:02 806 ms | (65535): 'Box 3 (Anybus CompactCon 4' (1002): Cof - Emergency (Wex: 2000, @3, '00 00 60 00 08')
€RR | 24.05.2016 12:11:51 897 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1082): Cof - Emergency (Wex: 2300, @3, '00 00 00 00 68')
ERR | 24.06.2016 12:13:00 603 ms | (65535): 'Box 3 (Anybus CompactCon 4' (1082): CoF - Emergency (Wex: 4109, @b, '02 00 00 09 62')
ERR | 24.06.2016 12:14:45 303 ms | (65535): 'Box 3 (Anybus CompactCos 4' (1082): Cof - Emergency (Hex: 3300, BF, '00 00 08 00 00')

[ Output

Fig. 23  Error information

Select the CoE-Online tab (2) and expand the predefined error field object (3) to get the infor-
mation about the errors.

Once a diagnostic event is created in the Anybus CompactCom 40 module, diagnosis mes-
sages can be read out at any time from the system manager output window as shown in the pic-
ture below.

Output > IXx

Show output from: | TwinCAT P A==

ERR | 24.86.2016 12:88:47 68 ms (65535): 'Box 3 (Anybus CompactCom &' (18@2): CoE - Emergency (Hex: 2880, 83, '@B @@ @8 @8 00'). -
ERR | 24.86.2016 12:10:82 886 ms | (65535): 'Box 3 (Anybus CompactCom 4' (18@2): CoE - Emergency (Hex: 2880, 83, '@8 9@ @8 @8 00'). F
ERR | 24.86.2016 12:11:51 897 ms | (65535): 'Box 3 (Anybus CompactCom &' (18@2): CoE - Emergency (Hex: 2380, 83, '@8 @@ @8 @8 00').

ERR | 24.86.2016 12:13:80 603 ms | (65535): 'Box 3 (Anybus CompactCom 4' (18@2): CoE - Emergency (Hex: 418@, 8b, '@8 @6 @8 @8 00').

ERR | 24.86.2016 12:14:45 383 ms | (65535): 'Box 3 (Anybus CompactCom 4' (18@2): CoE - Emergency (Hex: 3380, BF, '@8 96 @8 @8 00').

n

ﬁ_ﬂ. [LEHEEY 5] Output

Fig.24 System manager output window
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6.1 Severity: Minor Recoverable and Major Recoverable
Creation of a diagnostic event

The picture above presents, for example, five active diagnostic events defined as minor
recoverable.

The diagnostic window below shows the diagnostic information of an Anybus CompactCom 40
module.

‘ General I EtherCAT | DC | Process Data IStartup ‘ CoE - Online | Online

[ Auto Update Single Update Show Cffline Data
4 O
P. Orline Data Module OD {AoE Fort): 0
Index Name Flags Value Unit
1000 Device Type RO 00000000 (0)
1001 Error Register RO 00 (0}
= 1003:0 Pre-defined emor field RW x5¢
1003:01  Subindex 001 RO 00008100 (33024)
1003:02  Subindex 002 RO 00005000 (20480)
1003:03  Subindex 003 RO 00004100 (16640)
1003:04  Subindax 004 RO 00003100 (12544)
1003:05 Subindex 005 RO 00002100 (3448}
Show cutput from: ‘TwinCAT '| | ¥ ‘ <l B | — | =

ERR | 29.86.2016 ©9:16:55 369 ms (65535): 'Box 3 (Anybus CompactCom 4' (1882):§CoE - Emergency (Hex: 2186, @3, '68 80 08 @0 60"

| )
ERR | 29.86.2016 ©9:17:27 801 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1082):§CoE - Emergency (Hex: 3188, @7, '02 @0 @0 60 @0')
ERR | 29.86.2816 89:17:43 899 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882):0CoE - Emergency (Hex: 4188, @F, 'S8 80 0@ 88 6@')
ERR | 29.86.2016 ©9:17:54 749 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1082):§CoE - Emergency (Hex: 5888, @f, '00 ©0 @@ 60 68')
ERR | 29.86.20816 ©9:18:15 559 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882):0CoE - Emergency (Hex: 8188, 1f, 'S8 @0 9@ @8 @8')

Fig.25 Minor recoverable active diagnostic events

For the first diagnostic message in the red frame according to Diagnosis by Emergency Mes-
sages, p. 22, these bytes have the following meaning:

Byte 0, Byte 1: 21h 00h (error code)
21h: event code (“current device input side”)
00h: first byte of the error code

Byte 2: 03h (error register)
informs that bit 0 and bit 1 are set

the error type corresponding to current is present

Byte 3...7: 00h 00h 00h 00h 00h (data part)
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Deletion of a diagnostic event

The figure below shows how to delete a diagnostic event.

‘ General | BherCATI Dpc I Process Data | Starlupl CoE -Onling | Online

Update List [ Aute Update  [¥] Single Update [ | Show Cffline Data
Online Data Module OD (AoE Port): o
Index MName Flags Walue Unit
1000 Device Type RO 00000000 (0
1001 Emor Register RO 00 (D)
= 1003:0 Pre-defined emor field RW 5¢

1003:01  Sublndex 001 RO 00008100 (33024)

1003:02  Sublndex 002 RO 00005000 (20480)

1003:03  Subindex 003 RO 00004100 (16640)

1003:04  Subindex 004 RO (00003100 (12544)

1003:05 Subindex 005 RO 00002100 (8448)

Output

Show eutput from: | TwinCAT 'H 7l ‘ <l = | =4 | =
ERR | 29.86.2816 ©9:16:55 369 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882): Cof - Emergency (Hex: 218@, 83, '@@ 00 60 96 @8').
ERR | 29.86.2016 89:17:27 881 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882): CoE - Emergency (Hex: 31@@, 87, '0@ 60 @0 60 08').
ERR | 29.86.2816 ©9:17:43 899 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882): CoE - Emergency (Hex: 418@, @+, '@ 00 00 96 @8').
ERR | 29.86.2816 @9:17:54 749 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882): CoE - Emergency (Hex: 586, @f, '8 60 00 2@ @8').
ERR | 29.86.2016 @9:18:15 559 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882): = - g =
ERR | 29.86.2816 ©9:28:12 92 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882):JCoE Emergency (Hex: , '60 B0 PO 66 ")
ERR | 29.86.2816 @89:25:17 238 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882):0CoE - Emergency (Hex: €668, 19, '8@ 8@ 88 66 98')
ERR | 29.86.2016 89:29:08 585 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882):JCoE - Emergency (Hex: €@@@, 11, '0@ 80 @0 @9 60')
ERR | 29.86.2816 @9:34:46 135 ms | (65535): 'Box 3 (Anybus CompactCom 4' (18@2):JCoE - Emergency (Hex: @@ee, 11, '@e ©¢ 90 2@ oa')
ERR | 29.86.2816 ©9:34:53 458 ms | (65535): 'Box 3 (Anybus CompactCom 4' (18@2):JCoE - Emergenc (Hex: 9000, 60, '00 60 00 68 00')

Fig.26 Minor recoverable active diagnostic event deleted

A diagnostic event is deleted when the emergency telegram is sent with the error code 0000h.
The five diagnostic events created above are successfully deleted, one by one. The last emer-
gency telegram in the red frame shows beside the error code (0000h) also that the error register
has changed his value, namely all bits are set to 0 now - which means there is no error present.

6.2 Severity: Major Unrecoverable

The creation of a major unrecoverable diagnostic event causes the Anybus CompactCom 40

module to enter the EXCEPTION state. This disconnects the module from the network, which
makes it impossible to send out an emergency message on the bus. The picture below shows
the message in the output of TwinCAT system manager.

General | EtherCAT | DC | Process Data | Startup | CoE -Onine | Onine

[ Auto Update  [¥] Single Update | | Show Offine Dats
A
Ad: i Oriine Data WMadule OD {AGE Port): 0 =
Indexx Name Flags Vaue unit E
1000 Device Type RO 00000000 (1)
1001 Enmor Register RO 000 1)
= 10030 Fredefined emorfield RW 30¢ =
100301 Sublndex 001 RO = =
100302 Sublndex 002 RO =
100303 Sublndex 003 RO =
100304  Sublndex 004 RO =
1003.05  Sublndex 005 RO ~ 5
Output Fal
Show output from: | TwinCAT Al @S| %=

ERR | 29.86.2016 18:23:41 436 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882): abnormal state change (from 'OP' to 'INIT') with code @x2@, 'Slave needs cold
start'. Try to go back to 'OP'... 7
ERR | 29.86.2016 18:24:81 441 ms | (65535): 'Box 3 (Anybus CompactCom 4' (1882): timeout reseting error flag (in 'INIT').

Fig.27 Disconnection from the network
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